Abstract-In the modern era, the ideas related to software developments are totally replaced the old traditional software development to CBSD. CBSD is the approach that can provide reusability of components to develop new software under minimum chances of risks. Beyond the CBSD features, there are still some significant risks overall the development phase. Generally, the quality of a developed software is depending upon the component integration phase. Nevertheless, component integration phase plays a tremendous role in the success of CBSD that leads to develop new risk free software. The objective of this research was to identify all the risks in CBSD and applied risk reduction activities to mitigate these risks. On the basis of the literature survey, categorized the risks into different categories. For this, an online questionnaire was performed to identify the risks and the risk reduction activities. 85% results point out that CBSD approach is the best approach as compared to the traditional approach. 80% results show that it performs the risk reduction activities, then the quality of the product improves. However, it is a step towards the mitigation of the vulnerabilities and reducing the cost of maintenance.
I. INTRODUCTION
Component Based Software Development is an emerging approach that arises to change the software development. CBSD is an emerging and improving approach in software engineering. Once the requirement phase is completed, generally the projects are developed from scratch, which leads towards the increase of time and cost. However, instead of using the concept of building from scratch, software component development and reusability is a better approach. This concept leads towards the quality of a product that is time saving under less budget. [1] The new system can be developed from the preexisting components that are available in the component repository, but there are many risks and challenges which are facing by CBSD. The organizations that are using CBSD are facing many significant problems due to adopting this technology. In the success of CBSD, component integration plays a vital role. But in order to use existing components, there are many issues related to integration. There are many reasons for this, such as sometimes a component that is generally developed does not full fill the requirements, similarly a component has many features which are not required by the software. For developing a CBSD, there is a need of components with the specific architecture. Each component has its specific name, semantics, interface and the body as well where component name describes the identity, semantics is short description, and interface is an interaction layer for input/output and component body for implementation respectively.
In CBSD, the main working is the integration of components. In CBSD, for developing large, complex software by the already developed components, integration plays an important role to integrate all the components in an efficient way. Therefore, in the CBSD life cycle, component integration plays an important role. These significant problems are sometimes very serious for the small organization to move them towards the failure. These significant problems are arising due to the risk factors involved in the different phases of CBSD. These risks are rising due to five development activities such as component integration, development, component evaluation, and system evolution and system implementation. The risks are categorized into five main categories such as selection, integration, development, implementation and evolution risks [2] Risk identification is used to determine threat, vulnerability and risk impact on the software project. It is a process which is usually used for gathering information and then determines a specific risk or group of risks related to the project. It is a process that is used to firstly identify all the possible risks that are involved in a process. CBSD was a process which was a mechanism with low risks and is a development of a system.
Mostly risks may not be identified in the first phase, so these risks can be transferred to the next phase. This may cause many problems in CBSD. So for this a proper risk management process can be used to identify and mitigate all the risks that are involved in the phases of CBSD. Risk reduction activity is such an activity that is used now days to less the specific risks or the group of risks. In each and every phase of CBSD, risks is involved. So it is necessary to take proper actions to mitigate these risks involved in each phase. It is an important step to mitigate those risks which can be identified in the phases of CBSD to give software without any error. [3] The main objective of the paper is to give a prominent solution to overcome the problems regarding to the large size of software. Component Based Software Development is such an approach that can develop a better quality software with lowest price. But CBSD is such an approach that develops a new system from the existing components, but due to the use of existing components, there are many risks arises in the development phase of CBSD. The main purpose of the paper is to develop a software by identification of risks and categorization of risks. The rest of the paper is organized as follows: Section I is the introduction. Section II reviews related literature. In Section III, we define the research methodology. Section IV describes the statistical analysis of the questionnaire. Section V describes the validation using questionnaires. Finally, section VI describes the conclusion of the paper.
II. RELATED WORK
CBSD develops software quickly by using fewer resources. The systematic literature survey was used for integration testing techniques of CBSD. By this survey, study the behavior of reused components. It also investigates the automation of testing in CBSD. Sometimes the reused components became a big problem so testing was performed to overcome this problem. [4] In CBSD, there are a large number of risks are involved. There are a lot of risks arises in each phase of CBSD because not a proper risk identification strategy is used. Risk identification approach is used to identify the risks at each phase of CBSD and perform the activities to reduce the identified risks. Due to non-proper risk accessing strategy, a number of risks could be found in the phases of CBSD. By the risk identification method, it is easy to find the risks at each phase. In the future there is a need of the mitigation strategy methods. [5] Mahmood [6] stated that it is important to integrate each and every individual component for the success of a CBS. For the information management system, he also proposed an integration testing framework. In it, integration testing was based on complexity metrics. In complexity metrics, try to provide the components without any fault. In it, there are to consider two main key issues which are interaction between components and the testing of components. For prioritizing integration testing, complexity measures can be used. Complexity measures can also be used to select the test criteria. Further this approach will be shifted to large scale applications. Gupta and Raghav [7] explained the risks in COTS based projects and in RUP phase. RUP is best for CBSD. In CBSD risk identification is the main step to identify the risk which is involved in each phase of CBSD and after this; many activities related to it can be performed. In the RUP phases, a survey for risk identification was performed and also it was evaluated by different formulas. In [8] explained that the differences between CBSD and traditional software processes by mentioning different CBSD life cycle models and their phases. It explains that system development is different from component development. It also explained the reusability concept without any changes as many times as required. CBSD has advantages as well as the disadvantages related to it. The disadvantages of CBSE can be reduced by merging of CBSE with traditional software engineering. They explained that reuse concept is different from the traditional approach. In the traditional approach there are no concept of reuse and the risks which are involved in it. In the traditional approach, there is a difference between the system and component development. Mandal and Pal [9] explained that CBSD is a process that uses the concept of reusing of components. During risk analysis, firstly identified the risks, then analyzed these risks and finally documented these risks. Mostly the risks are analyzed at component level. This approach is used by industries for large projects by the reusing of usable components. The reuse concept changes the industry into a new direction with the concept of reducing the cost of developing the software. Component technique is used to develop software quickly in an efficient manner. The concept of software reuse is to make the system that is according to user requirements and is related to the construction phase of software also. There are two aspects related to computer reuse. One is the assembling of components without any change according to user's requirements. Second is the changing of the developed component. Mainly in it, they describe the advantages, disadvantages and issues related to CBSE [10] . There is a need of identifying, classifying and comparing of risks in development and acquisition. For this purpose they used a systematic mapping study. They surveyed, these risks in Indonesian background. On the basis of this study, they classified risks into 17 types. Mostly in both risks are same and similar. This study provides a framework in which past risks which could not be avoided would also study in this study. This study has not a use of hypothesis. They also performed an online questionnaire survey of the risk occurrence. This mapping study identifies the risks a give a checklist of the risks. COTS study [11] . COTS integration [12] is a process which plays a vital role. During integration, it is necessary to respond to the mismatches which can be occurred during combining these pieces together. CBSD concept is not related to scratch; it is mainly related to developing the new components by reusing the existing components in a manageable way. In the component integration, integrate all the components of the reuse concept and check it's in the environment. During integration, the main problem is the combination of different components from different developers. In [13] [14] risk management plays an important role in software projects and project management. Some studies are related to this issue. There is positive as well as negative view about the risk management. In search and practice point of view, the development of risk is a very slow process. There is need of study between risks, risks, strategies and project performance. By the past research it is reviewed that there is a close relationship between risk management in the project success. He can explain the six risk management activities. There is knowledge about risk management activities, but not proper practices of it. There is not knowledge about risk mitigation activities that are also cost and time effective. Culture also plays an important role in the direction of identifying the risks and the risk reduction strategies. In its first of the three relate to the present practices related to risk management while for the out coming approaches last three are proposed. In the multi projects companies, there are a use of multiple practices and their comparison to change into a single approach. Mahmood [15] performed an empirical study of CBS integration process activities. These process activities are related to the success of CBS. The key integration process activities of CBS are component functional specification, structural compatibility analysis, architectural model development and early glue code specification. For the development of CBS this study describes the importance of the integration process activities. Pande [16] stated that CBSD approach is attracting the software companies towards its benefits. It also increases the quality. The best challenge is to select the components on the basis of the functions that it provides. Sometimes, during the selection of components, there is a situation that increases the cost of the components. So there are some guidelines to know about the best components. The main objective of CBSD is the reduced development cost and time to provide a best fitted components.
CBSE is that approach which is attracted by all researchers in the field of software engineering. It is described in a systematic mapping study to explain the working related to CBSE in the period 1984-2012. The main contribution of CBSE that was found in this time period is related to cost, time and productivity. In it, different models, techniques were explained to show the gaps which were occurring due to CBSE. In it, there are three types of research questions are discussed which are related to research topics, types of research, and types of contributions which are involved in it. This research is basically introducing the gaps between the researchers and discuss about those areas where an investigation is required. It deeply explains all the activities related to CBSE with mentioning each and very thing related to it [17] The literature survey describes that CBSD is a new technique in the era and is a better approach than the traditional approach. The risk management strategy is a process that is describing the risks and the risk reduction strategies that are involved in CBSD for the identification of risks. Classification of risks is based on that stage where a new risk can be identified. Risk can be serious and difficult to mitigate when it occurs in later stages. CBSD is a new technique in the modern era of IT that is mainly based on the reusing concepts of components.
III. RESEARCH METHODOLOGY
Firstly, it is necessary to identify all the risks which are involved in the phases of CBSD. There are many chances of getting risks due to components from different vendors. Then the risks are classified into three main areas such as Operational Requirements (due to the functionality and performance of the system), Technical Approach (related to technical characteristics) and business strategies (due to involvement of vendors).
The data can be evaluated by using survey strategies that is carried out from the software houses. The study was conducted in following phases:
Questionnaire Design 2. Data Gathering 3. Data Analysis and Results
The research is done by sending an online questionnaire to the different software houses. The questionnaire is designed on the literature on CBSD and the risks involved in the different phases of CBSD. The main tool of the research is the questionnaire that has involved 24 questions about the risk and risk reduction strategies in CBSD. The main objective of the [ ] When the risks are identified, then different risk reduction strategies are used to minimize the risks at each and every phase of CBSD. By different risk reduction strategies, minimize all the risks.
IV. STATISTICAL ANALYSIS OF QUESTIONNAIRES
The gathered data related to the questionnaire are collected by sending the questionnaire to the different companies by online. The questionnaire had been sent to 150 companies. There had an aggregate of 101 respondents who filled the structures and sent back. The results are analyzed by using SPSS tool and the results are represented by frequency tables and bar charts that are the best representation of the best analysis of the data.
V. VALIDATION USING QUESTIONNAIRE
We are describing the validation of results on the basis of our results that are shown by the frequency table (Appenix II) and graphs. The reply shows that 52% are strongly agreed, 33% are agreed. Whereas 12% are neutral for the proposed solution. While 4 % are disagreeing. The survey results indicate that CBSD is such an approach that is playing an important role in the organization nowadays. CBSD is the concept that is on the rise because it can reduce cost and time and develop a new software within a short time. The quality of a system is mostly related to the quality of the components that are involved. But some companies have some confusion related to CBSD approach [18] Fig. 4 
. Identification of Reusability by CBSD
The reply shows that 54% are strongly agreed, 39% are agreed. Whereas 6% are neutral for the proposed solution. While 1 % are strongly disagreed and 1% is also disagreed. CBSD is promoting the use of specialists that are dealing with the reusable components on the basis of the knowledge. Reusability is the most important factor in the success of components. CBSD has a repository that has reusable and tested components. Due to the reusing components, CBSD plays an important role in the software industry now-a-days. The reply shows that 45% are strongly agreed, 31% are agreed. Whereas 4% are neutral for the proposed solution. While 12 % are disagreeing and 9 % are strongly disagreed. The survey results describe that it is not too much easier to integrate the components. Because during component integration, when parts of the components are combined together, then sometimes there is a mismatch between the parts. So the error occurs. So it is necessary to integrate the components without error. The reply shows that 53% are strongly agreed, 28% are agreed. Whereas 14% are neutral for the proposed solution. While 6 % are strongly disagree. The survey results revealed that CBSD approach is preferable as compared to the traditional approaches. Mostly the companies are moving towards CBSD approaches due to the reusing concept. CBSD is an approach that makes it possible to identify and define the reusable components. The survey results pointed out that the reuse level in the different organizations is high. The reply shows that 57% are strongly agreed, 45% are agreed. Whereas 9% are neutral for the proposed solution. CBSD has a component repository that has reusable and tested components. Due to the reusing components, CBSD plays an important role in the software industry now-a-days. The survey shows that for developing a new software, there is necessary to have a component repository to develop an error free new software. Based on the survey results, the component repository is used to store the existing and new components in it. So the results revealed that if the component repository is available, then it is easy to store the information about the components. The reply shows that 78% are strongly agreed, 15% are agreed. Whereas 2% are neutral for the proposed solution. While 6 % are disagree. Based on the results, risk management strategy is used to identify the risks and the mitigation strategies to mitigate these risks. Some risks are avoidable while some are non-avoidable. For avoiding the risks which are changing into mature problems, applying the risk reduction activities. When the risks can be changed into mature problem, then contingency plans can be taken place. A mitigation strategy is a better approach as compared to the contingency plans because it is an easier and cheaper way to recover these risks. That's why mostly the organization gives the importance to the risk management. Mostly the companies have the risk management process. [19] The reply shows that 78% are strongly agreed, 15% are agreed. Whereas 1% are neutral for the proposed solution. While 5 % are strongly disagree and 2% are disagreed. On the basis of component integration, there is a negative impact on the reliability. Because if the components are not according to the user's requirements, then it affects the reliability. Reliability is such a factor that is used to improve the quality of a product according to the users requirements. 
Negative Impact Of Reliability
The reply shows that 76% are strongly agreed, 11% are agreed. Whereas 14% are neutral for the proposed solution. The survey results demonstrated that if the information about the component is not available them the cost estimation schedule is high. So it is necessary to get the reliable information from the users to provide error free components with low cost. This new component is according to the user requirements. The reply shows that 73% are strongly agreed, 15% are agreed. Whereas 9% are neutral for the proposed solution. While 3 % are strongly disagreeing and 1 % is disagreed. The survey results demonstrated that in CBSD many risks are involved which are affecting the standards of Software development. There are many risks in the different phases of CBSD that is affecting the standards of reused components. The reply shows that 66% are strongly agreed, 31% are agreed. Where as 3% are neutral for the proposed solution. While 1 % are disagree. Based on the results, there is a main focus on the integration and testing problems. So in CBSD, it is necessary to integrate the components and avoid the testing problems. Integrate the components is a basic focusing point to resolve the problems related to a newly components.
Fig.13. Best Maturity Level of Components
The reply shows that 81% are strongly agreed, 14% are agreed. Whereas 2% are neutral for the proposed solution. While 3 % are strongly disagree and 1% are disagreed. The survey results point out that the main focus is on the selection of components on the basis of market level. For avoiding the chances of risks, those components are selected which has best maturity levels in the market and those are according to the user requirements. So it can be easy to get a new components according to the new standards. The reply shows that 37% are strongly agreed, 43% are agreed. Whereas 16% are neutral for the proposed solution. While 4 % are strongly disagree and 1% are disagreed. Based on the survey results, it is demonstrated that there is a need of user's communication for the evaluation of requirements at the operational approach to perform its functionality in a better manner. The reply shows that 83% are strongly agreed, 12% are agreed. Whereas 5% are neutral for the proposed solution. While 1 % are disagree. The survey results revealed that before the final selection of a component, it is necessary to perform prototyping. So the standard component is selected. The reply shows that 89% are strongly agreed, 10% are agreed. While 2 % are disagree. The survey results point out that if better time is selected, then risks at the business approach can easily be mitigated. Because if the statement is not according to the user requirements than many risks can be involved in this approach. So it is necessary to the use of the frequent prototyping according to market standards. The reply shows that 86% are strongly agreed, 12% are agreed. Whereas 2% are neutral for the proposed solution. While 1 % are disagree. On the basis of results, the risks at the identification phase should be mitigated if a fresh component is used in developing a new software and a proper documentation is required and in this phase component repository is the main factor to provide the suitable components. The reply shows that 80% are strongly agreed, 15% are agreed. Whereas 5% are neutral for the proposed solution. While 1 % are disagree. The survey points out that if proper resource management is used that provides the resources on time and proper resource management for the availability of resources during the development of software, then it is easy to mitigate the risks at the development phase. The reply shows that 87% are strongly agreed, 14% are agreed. On the basis of survey results, documentation for the development of new software by CBSD approach is a very main point to mitigate all the risks that are occurring during the development phase. Documentation is the written agreement between the clients and vendors. The reply shows that 75% are strongly agreed, 17% are agreed. Whereas 8% are neutral for the proposed solution. While 1 % are disagree. The survey results show that the environment also plays an important role because if the environment is not according to the requirements then it is difficult to operate it.
Fig.22. Graphical Representation of Risk Reduction by Modification of Components
The reply shows that 80% are strongly agreed, 14% are agreed. Whereas 6% are neutral for the proposed solution. While 1 % are strongly disagree. Based on the survey results, if the component is not according to the requirements then it are easily modified by the availability of proper resources. Mostly survey results show that modification of components plays an important role in the development of software that fulfills the users requirements. The reply shows that 73% are strongly agreed, 23% are agreed. Whereas 5% are neutral for the proposed solution. When the risk reduction activities can be identified, then it is necessary to have a risk review process to implement the mitigation measures to reduce the risks that are involved in CBSD. So by the survey, it is revealed that many companies have a risk review process. So they can easily manage and identify the risks and mitigate these risks by applying different risk reduction activities. The reply shows that 81% are strongly agreed, 18% are agreed. Whereas 1% are neutral for the proposed solution. While 1 % disagree. The survey results confirmed that by applying the risk reduction activities on the identified risks, the quality of a component is improving daily. So it is a step towards the mitigation of the vulnerabilities and reducing the cost of maintenance. The software product is a quality product if it is according to the user's requirements and it has minimum risks which can be easily to identify and mitigate. 
RD1
Unsuitable process for CBSD For the reduction of critical risks, use the process models to identify and reduce the risks RD2
Lack of resources There is a need of proper resource management for the availability of resources Implementat ion Phase
RIMP1
Reduction of quality of testing due to unclear design assumptions
Four testing methods such as Integrated system, nonfunctional testing, prior to deployment, regression testing, RIMP2 Security Risks Documentation and certification for the reliable components is required RIMP3
Vulnerability Risks The security policy should be used for the procurement of products Evolution Phase
RE1
System Updating Risks Changes in components are occurring so for this a proper updated management should be required to manage these changes RE2
Replacement Risks Impact analysis should be performed for the replacement of products RE3
Modification Risks For the modification of components, configuration management should be performed RE4
Technical Risks Analyze the costs related to each component when it can be needed. In the modern era of information technology, the old traditional approach is replacing by CBSD due to reusing concept. In order to develop new software's, CBSD approach is one of the best being used due to reusable components. The main quality of any developed software is depending upon the component integration phase. In the development of any software, risk identification is playing a vital role. Risk identification is a process that is used to identify the risks. CBSD is such an approach that is increasing the productivity of the organizations. For the success of CBS, component integration is playing a vital role. During the integration phase, there are many challenges and issues which are facing by the developer due to the use of preexisting components. Risk Identification is a process that is used to identify all the possible risks in all the phases of CBSD. Firstly, identify and locate the risks which are involved in the phases of CBSD. Then indicates those risks which are more critical and other all risks which are not important are avoided. Risk reduction activity is such an activity that is used to mitigate all the risks in the phases of CBSD. In it, categorize the risks, and then mitigate those risks by applying different risk reduction activities. The risk identification and risk reduction activities are used to develop a software by reusable components in the early stages with a little bit complications. The main tool that is involved during the research is an online questionnaire survey that is consisting of 25 questions that are related to risk identification and risk reduction activities in an organization. By the online questionnaire, it is proved that CBSD is playing a vast role nowadays as compared to the traditional approach. 90% results show that if the risks are properly identified and mitigated, then the quality of the product is improving day by day. By applying the risk reduction activities in the phases of CBSD, the quality of the products that are developed by CBSD is increasing on a daily basis. By this the time and cost of the product is minimized easily. Mostly risks are not identified in the first phase, so these risks overlap to the next phase. So for avoiding this, the proper risk management strategy is used to minimize the possible risk.
1.
Employee size Less than 50 Employees 2.
Component Based Development is more popular than traditional approach now a day. Strongly Agree 3.
Do you think that CBSD is easing your effort in searching, identifying and defining reusable components? Strongly Agree 4.
It is easy to integrate various components in software systems without error? Strongly Agree 5.
Reuse level is high in your organization Strongly Agree 6.
Availability of Component repository is beneficial to store the information about the components. Strongly Agree and Agree 7.
Importance of Risk Management in the Success of Organization Strongly Agree 8.
Responsible to manage the Risk Risk Manager 9.
Due to component integration there is a negative impact on reliability? Strongly Agree 10.
The cost estimation schedule is high due to non-availability of information. Strongly Agree 11.
Risk factors involving in CBSD can impact highly to the level of software development standards Strongly Agree 12.
No access to source code, then it is difficult to trace integration and testing problems Strongly Agree 13.
The maturity level of component that is selected is best in the market so it can be preferred. Strongly Agree 14.
The risks at the operational approach should be mitigated while evaluating user requirements by communication with the users Agree 15.
The risks at the technical approach should be mitigated while conduct prototyping before the final selection of components.
Strongly Agree

16.
The risks at the business approach should be mitigated while choosing an appropriate time to buy the products Strongly Agree 17.
The risks at the identification phase should be mitigated while selecting the fresh components Strongly Agree 18.
The risks at the integration phase should be mitigated while selecting components according to the requirements 
